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Abstract

In the age of digitalization, manufacturing companies are under increased pressure to change due to product
complexity, growing customer requirements and digital business models. The increasing digitization of
processes and products is opening up numerous opportunities for mechanical engineering companies to
exploit the resulting potential for value creation. Subscription business is a new form of business model in
the mechanical engineering industry, which aims to continuously increase customer benefit to align the
interests of both companies and customers. Characterized by a permanent data exchange, databased learning
about customer behavior, and the transfer into continuous innovations to increase customer value,
subscription business helps to make Industry 4.0 profitable. The fact that machines and plants are connected
to the internet and exchange large amounts of data results in critical information security risks. In addition,
the loss of knowledge and control, data misuse and espionage, as well as the manipulation of transaction or
production data in the context of subscription transactions are particularly high risks. Complementary to
direct and obvious consequences such as loss of production, the attacks are increasingly shifting to non-
transparent and creeping impairments of production or product quality, which are only apparent at a late
stage, or the influencing of payment flows. A transparent presentation of possible risks and their scope, as
well as their interrelationships, does not exist. This paper shows a research approach in which the structure
of subscription models and their different manifestations based on their risks and vulnerabilities are
characterized. This allows suitable cyber security measures to be taken at an early stage. From this basis,
companies can secure existing or planned subscription business models and thus strengthen the trust of
business partners and customers.
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1. Introduction

1.1 Initial situation

National initiatives such as the National Climate Protection Plan 2050 are driving the goal to achieve high
standards of economic, social, or environmental sustainability. Individual components that contribute to
increasing sustainability, such as the circular economy, are therefore highly relevant to all social sectors in
Germany [1]. Enterprises in the field of mechanical and plant engineering have recognized this fact and are
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setting goals for the sustainable orientation of their corporate activity [2], since a long time of use has a
major impact on CO2-emissions generated during the product life cycle of machinery and equipment [3].
This, however, contradicts the prevailing business model in the manufacturing industry - the transactional
business model, which consists of the one-off sale of products. Therefore, the manufacturer faces the
challenge of maximizing two conflicting goals, i.e., increasing the useful life of its machines and, at the same
time, maintaining profit through one-time sales.

As trends, both a circular economy and digitalization have a significant impact on markets and core elements
of enterprises’ business models. It is apparent that the mere sale of goods, i.e. the core business, delivers a
significantly lower contribution margin than services and after-sales services in the enterprises of the
machinery and plant-engineering sector [4]. The shift from manufacturing to software- and data-driven
services shape the view of how and for what customers pay. This leads to a turn from revenue to user fees.
The convergence of software and hardware components acts as a catalyst and foundation for these
developments. The associated networking and resulting databased services open up considerable potential
for digitization. Digital business models such as subscriptions are ultimately the logical consequence of this
development. Numerous machine and plant manufacturers are already developing corresponding solutions
today. Moreover, in current times of crisis, it is evident that those enterprises that pursue subscription
business models are performing better than other enterprises in navigating the COVID 19 crisis. Their
revenue grew by 9.5% in the first quarter of 2020 whereas the S&P 500 only posted 1.9% growth [3].
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Figure 1: Subscription business model scheme

An enterprise enters a long-term relationship with its customers by providing services. Since this relationship
has a great impact on the output and performance of manufacturing companies, it thrives on the mutual trust
relationship between the partners involved [1]. Currently, the lack of trust in the context of cross-company
data flows is a major obstacle to the implementation of new business models [2]. The increasing number of
partners in a value network requires joint responsibility.

Besides, databased services and digital business models, such as subscription, require cross-linking of
machinery. Existing machines (legacy) and modern machines are considered separately for this purpose.
First, legacy machines are retrofitted, whereby the retrofitted solution must be guaranteed concerning cyber
security. Even modern machines are not safe per se, even if they are based on existing standards (e.g., OPC-
UA) and norms (e.g., [IEC 62443). After all, only properly configured solutions offer the best possible
protection. The integration of machines into the customer's network and transmission of the data to the
machine and plant manufacturer are complex questions that have yet to be answered.

Digital transformation means that enterprises need to increasingly provide proof of trust to participate in
value creation networks and to remain competitive [4]. Thus, appropriate cyber security will become a
success factor for machine and plant manufacturers and manufacturing companies with digital business
models in the future. A lack of expertise in the IT area and a lack of assistance, especially for small and
medium-sized enterprises (SMEs) on which this paper will focus, prevent an efficient approach. Solution
approaches, especially for SMEs, need an appropriate level of complexity, necessary investment, and
applicability to enable efficient protection. To develop their business models and help shape their markets,
the need for tried-and-tested solution patterns for their technical design is a necessity.
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Software companies such as Microsoft with its Office 365 product and production enterprises such as the
car manufacturer Volvo with its "Auto-Abo" demonstrate that subscription business models will increasingly
prevail despite the aforementioned challenges. It is no longer sufficient to simply ensure IT security of
individual components; instead, the need for action at the level of the overall system is necessary. This
ensures that communication paths and corresponding technologies are designed to be as secure as possible
across the entire value chain from the provider to the customer.

The research presented in this paper addresses the above issues by proposing the examination of subscription
business models based on constituent characteristics from a cyber security perspective. It describes an
approach to investigate the resulting attack vectors and their interaction with resulting measures. This
perspective intends to sensitize subscription service providers as well as their customers to the relevance of
cyber security and to contribute to accelerating acceptance and implementation in SMEs.

1.2 Structure of the paper

Firstly, basic terminology is explained to provide a general basis of understanding regarding the introduced
issues. This is followed by an explanation of the potential and relevance of subscription business models and
a more detailed description of the specific challenges involved. Subsequently, we describe existing
management and security frameworks, as well as their focus on the described topic. On this basis, we present
a systematic approach to solving the challenges described at the beginning. This approach is divided into
four parts. First, we present different specifications of subscription business models, whereupon possible
attack vectors are derived. Based on these attack vectors, an approach for determining suitable measures for
these attack vectors is presented to subsequently describe them concerning their interactions. Finally, we
highlight how to classify the findings from the previous steps using thread modeling.

2. State of the art

2.1 Terminology
Cyber security

Cyber security deals with protecting computers, servers, mobile devices, electronic systems, networks, and
data from malicious attacks. It is also referred to as information technology security or electronic information
security [5]. Additionally, it deals with various fields of application such as network security, application
security, information security, disaster recovery, and business continuity, and end-user education.

Digital business ecosystems

From a business point of view, “[...]Jecosystems encompass a set of actors that contribute to the focal offer’s
user value proposition” [6]. A digital ecosystem is an assemblage of interconnected information technology
resources and diverse stakeholders that can function as a cohesive unit. These include customers, research
and collaboration partners, suppliers, external service providers, software and hardware, as well as third-
party data service providers [7]. As such, it is understood as an environment of digital platforms that enable
enterprises to position their products and services in the digital world [8].

Digital business models

A digital business model is a form of value creation that is based on developing added value and benefits for
customers utilizing innovative digital technologies. Such a business model aims to generate a significant
advantage for which customers are willing to pay [9]. As such, it is understood as a set of rules created by a
company to organize its business processes in the most profitable way possible. It includes all aspects
relevant to value creation, such as the respective range of products and services, addressed customers and
target groups, how customer communication is performed, how services are rendered, revenue is generated,
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and transactions are carried out. All these aspects generate information that is collected, processed, analyzed,
or communicated further using digital technologies. As a result, all processes are automated, and process
chains are better coordinated. In this way, digital technologies streamline process chains, increase efficiency
and maintain a company's competitiveness [10]. The transformation to digital business models is shifting the
focus of attention towards customers, making it increasingly important to collect their data in the form of
user profiles to adapt products and services more closely to their wishes and needs and even to anticipate
them.

Threat Modeling

A threat model is a structured representation of all the information affecting the security of an application.
Threat modeling is a process for capturing, organizing, and analyzing all information relevant to cyber
security. As a result, it enables an informed decision-making process regarding the security risk of an
application. Also, a priority list of cyber security enhancements is created for the concept, requirements,
design, or implementation of each application. By identifying targets and vulnerabilities and then defining
countermeasures to prevent threats or reduce their impact, the security of the system is holistically improved.

[11]

2.2 Norms, standards and methods

Cyber security is referred to as a moving target in constant motion, 100% protection cannot be achieved.
New measures are implemented with a certain delay and in an insufficient form. Moreover, the relevance to
specific applications is often not sufficiently considered. As a result, there exist numerous frameworks with
a different focus for securing cyber security like ISO IEC 27001:2015, NIST, or the IEC 62443, which are
either too extensive, too complex, or not designed for the needs of companies.

ISO IEC 27001

The ISO IEC 27001 as an international and cross-sector standard supports companies to manage their
information security. This standard contains requirements and specifications for the implementation,
maintenance, and continuous improvement of information management systems (ISMS). Besides, methods
are described to make the handling of risks related to information security controllable. The presentation of
this information is at a generic level to ensure the broadest possible applicability to all stakeholders. [12]

IEC62443

The international series of standards IEC 62443 defines standards and guidelines for the cyber security of
"Industrial Automation and Control Systems" (IACS) and provides basic guidelines for operators,
integrators, and manufacturers concerning the design, implementation, management, manufacture, and
operation of [ACS [13]. The core areas are general principles, safety requirements for operators and service
providers, safety requirements for automation systems, and safety requirements for automation components.
The general principles describe, for example, basic concepts such as defense-in-depth or even fundamental
requirements and refer to other parts of the standard for concrete implementation. Guidelines for the
implementation of organizational measures are contained in security requirements for operators and service
providers. It provides technical aspects such as security level and security requirements for automation
systems. The fourth area aims specifically at the product and component view (sensors, interfaces, chips,
etc.) and focuses more on manufacturers. [14]

IDS - An approach to securing digital ecosystems

The International Data Spaces (IDS) initiative aims to create a secure data space that enables enterprises of
all sizes and from different industries to manage their data assets in a self-sufficient way. The IDS reference
architecture model includes all components required for secure exchange and combination of data in
ecosystems. The overall architecture consists of four sub-architectures: business architecture, software
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architecture, security architecture, and data and service architecture. [15] The IDS are distributed networks
of data endpoints, provide standardized interfaces and define technical terms of use for data. In addition to
legal and organizational contractual rules, it is also possible to formulate and implement technical terms of
use. This enables data providers to retain sovereignty over their data when exchanging it. [16]

2.3 Potentials of subscription business models

Subscription business models are characterized by a consistent focus on customer benefits. The aim is no
longer to sell the customer individual products or services, but rather to offer access to a constantly improving
service. Thus, the subscription business changes the supplier-customer relationship in many respects. In the
traditional transaction business, everything was geared to the sale and conclusion of high volumes. In the
subscription business, the nature of the business relationship changes fundamentally. Due to the continuous
data-technical connection to the customer and thus the insight into the use of the service offers in the field,
the provider now has the opportunity for continuous, customer-specific service improvement. This enables
customer and provider to enter into a participatory business relationship. We assume that both benefit
directly in monetary terms from successful use or an increase in the customer's productivity. HARLAND AND
WENGER characterize subscription businesses based on the following four constituent features along the
business model dimensions described by GASSMANN ET AL. [17-19]:

1. Revenue mechanics: A subscription is characterized by periodic, unit-of-performance payment
streams.

2. Value proposition: A subscription strives for the continuous performance increase of the customer
benefit. To this end, the customer benefit is quantified.

3. Value architecture: Subscription is based on knowledge of changes in individual customer benefits.
This requires integrating service bundles with customers, improving service delivery through
continuous releases, and analyzing individual customer user data based on a customer ID.

4. Customer: A subscription describes a long-term, collaborative partnership. For this purpose, the
target systems of provider and customer must be harmonized.

2.4 Research gap

Although many enterprise security frameworks exist, as can be seen in the state of the art section, they are
either designed for universal application and thus often too broad for SMEs, or they take only a general
perspective without directly addressing the security needs of digital business models. The paradigm shift
from business models to collaborative value networks with active data exchange requires a new perspective
from an information security point of view. Subscription business models, in particular, are characteristically
predestined to represent this change since they are based on highly frequent, condensed data exchange, a
high degree of dependence of the partners on each other, and trust. Therefore, an investigation of information
security in subscription models needs a target-oriented approach to conclude the security requirements of
new digital business models.

3. Research Results

3.1 Identification of cyber security challenges in subscription business models

The motivation and structure of subscription business models described above suggest the need for intensive
cyber security consideration. Figure 2 illustrates the various attack vectors that result from the way
subscription business models work.
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The features presented in section 2.3 result in properties that require end-to-end protection. To ensure
continuous service provision, we examine the dependencies on other systems and the interdependencies
between the Stakeholders. In complex structures, continuous service provision is a critical factor for success
on the customer side. As a result, this service provision is inevitably guaranteed constantly. It is also
important to ensure correct billing depending on the type of subscription. This is done based on the time of
usage, the number of units produced, or purely on a performance basis. The integrity and correctness of the
data play a critical role. To bring a continuous increase in customer use in the sense of the value proposition,
frequent exchange of, for example, production data, and performance data are necessary. This data is
primarily used to optimize the product or the processes. On the buyer's end, there is a fear of intrusion into
the protected corporate network and thereby endangering or losing sensitive product and production data.
For this reason, enterprises prevent communication in and out of their network. In cases where this is
inevitable (e.g., condition monitoring or remote maintenance), extensive legal safeguards are implemented.
On the vendor or supplier end, the consumption volumes and correctness of usage information are
indispensable to falsify payment information and save costs. Although buyers are merely users of the
product, they have far-reaching access and thus also manipulation options. These options include data
manipulation through unauthorized access to IT systems. This compromises the accuracy of production data
and the associated invoice data, resulting in significant monetary damage. Since the financial damage caused
by incorrect usage information or faulty configuration is substantial, it is in the vendor's best interest to
secure the product against unauthorized manipulation by the customer or by third parties. This results in a
paradigm shift in the area of facility operation: neither the physical access to the facility nor the IT network
in which the facility is located is considered trustworthy anymore. The close relationship and connection
between provider and customer make both sides potential gateways for hackers who can significantly
influence the other party. It is becoming apparent that the interests of customers and providers are moving
closer together. Information security must therefore shift from a purely singular view of one's own company
to a holistic view as an ecosystem.

3.2 Top-down approach

In the following, we explain the schematic approach of the method developed in the future and the individual
steps briefly. We divided the procedure for achieving a suitable method into four phases (Figure 3). First,
we describe subscription business models based on their constituent characteristics from a cyber security
perspective to derive use cases and resulting attack vectors based on these requirements. For this purpose,

217



we assign subscription models to different types, based on STOPPEL supplemented by cyber security relevant

aspects [20].
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Figure 3: Components of the method development

The first type describes the pure availability of a product and represents the classic subscription model. At
this stage, the supplier provides the customer with the machine or its service provision and maintenance in
exchange for a periodic continuous payment. In addition to the transmission of payment data, there is no
extensive data storage or transmission. Possible attack vectors on this type are, for example, manipulation
of the payment information or influencing the machine at the customer's site, physically or via digital
interfaces, to interrupt service provision.

The second type, usage-based, refers to billing based on effective production time or usage tracked in the
payment interval. Terms such as pay-per-use or pay-per-hour are common in this context [21]. To enable
this type of subscription, highly accurate tracking of machine usage is required. This is often measured in
terms of uptime, to enable error-free and unambiguous billing. There is a risk that the transmitted usage time
is manipulated and thus the billing does not correspond to the performed usage time. This can happen both
by manipulating the machine itself, or the responsible functions and sensors and by manipulating the data
itself.

This is followed by the third, result-dependent type. The reference figure used is the result of the use of
infrastructure. Such systems are known as pay-per-unit or pay-per-part solutions, especially in operator
models [22]. Whereas in usage-based models, the primary interest of the provider lies in the most intensive
use of the infrastructure by the customer. In contrast, in outcome-based pricing systems, the provider focuses
on achieving the outcome as efficiently as possible, according to which the provider is paid and for which
he must pay. A possible attack vector is represented by the manipulation of the provided environment. There
is the risk that the efficiency of the environment, as well as the quality and quantity of production, is
negatively influenced, resulting in the need to prevent manipulation.

We describe the last type as performance-based. The reference of the value of the systems is the economic
success resulting from interactions between supplier and customer. Customers pay a price for economic
success, which is measured, for example, in terms of cost reductions, higher contribution margins, or profits.
With a performance-based system, the provider also partially assumes the value risk in addition to the risks
already discussed. The customer only has to pay if economic success is generated at all from the interaction
with the provider. If this success is lower, the customer also pays a lower price. Preventing value creation or
optimization through hacker attacks, denial of service or other attacks are critical variables to consider here,
which greatly increase the risk on the provider's side.

In the second phase, after the features of the respective subscription model characteristics and their possible
attack vectors have been discussed, we identify measures that minimize the described attack surface. To this
end, we describe measures and their precise characteristics and scope concerning one or more attack vectors
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and classified them based on an evaluation catalog yet to be developed. This evaluation and description,
which is still being prepared, is based on KONIGS [23]. Subsequently, in phase three, we explain cause-effect
relationships between the identified attack vectors and the cataloged measures. We develop influence
diagrams and influence matrices, based on the approach by PROBST AND GOMEZ [24], that make the
relevance of the relationships for users transparent and understandable.

Based on the fundamentals now obtained, a method (phase 4) will be designed that secures the individual
characteristics of subscription business models. To achieve this goal, we combine existing management
approaches such as the ISO 27001 and the ISIS12 [25] procedure with a procedure based on the threat
modeling described above. This method is composed of four core components:

1. Modeling of the targeted system to be built or modified based on characteristic properties

2. Use existing models such as STRIDE [26] to identify threats to the system described in step one
3. Addressing the identified threats based on the model applied in step two

4. Validation of completeness and efficiency

This approach of threat modeling serves to design methods and frameworks that are as close to the
application as possible and that can efficiently deal with specific cyber security challenges. The intended
result is a method that allows determining the own expression of the subscription model including the
resulting attack vectors, corresponding measures, and their interaction to ensure a deployment roadmap for
the implementation of the measures and transparency.

4. Contribution and Discussion

The contribution of this paper is a new way of looking at digital business models, especially subscription
business models, from a cyber security perspective. We highlighted the motivation and necessity of these
business models and described the resulting challenges. Furthermore, we explained the constitutive features
of subscription transactions in more detail and, based on this, described different types and their
characteristics. On this basis, specific cyber security challenges were described and their potential impact
highlighted. In doing so, we have emphasized the criticality of the need for more intensive consideration.
Finally, we presented an approach on how we want to solve this issue methodically. To this end, we outlined
a four-step approach. The components will be detailed in the future and molded into a methodological
procedure. The overall goal is to secure provider competitiveness on the one hand, and on the other hand,
how customers are facilitated in their decision to use and accept subscription business models.
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